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RF PROPAGATION ENVIRONMENT AWARENESS FOR SMART MOBILE AD-HOC
NETWORKS

Michael Tyson!, Carlo Kopp, and Ronald Pose

Abstract. Urban canyon environments represent a significant challenge to wireless communications, a satisfactory
solution for which remains to be proven. We present RF Propagation Environment Awareness (RPEA), utilising
‘smart’ ad hoc, or self-forming and self-healing networks that are capable of storing and exploiting local propagation
geometry information. An empirical radio propagation environment model, comprising a loss model specific to the
local urban topology, is used to optimise network operation. This model is constructed over time from prior experience
operating in the area of interest, and can be used to estimate the lifetime of a wireless connection, given current node
kinematic behaviour, and location relative to attenuating objects in the environment. This lifetime can in turn be used
to evaluate Quality of Service parameters for network routes, and to select optimal routes with the longest lifetime. We
propose one technique to learn about the RF propagation environment, and evaluate the utility of RF Propagation

Environment Awareness.
INTRODUCTION

A satisfactory solution for the provision of radio-frequency
connectivity for manportable and vehicular network stations
in urban canyon environments remains to be proven. Urban
canyons are characterised by significant shadowing problems,
which can result in poor propagation where building
structures produce large attenuation for the wavelengths of
interest.

From a propagation geometry perspective, the best strategy to
date remains that of positioning an airborne or satellite relay
station at the geometrical zenith for the urban area of interest
(Figure 1). This strategy is potentially very expensive, and
may be infeasible using satellites for geographical areas at
latitudes other than equatorial.

In a civilian context, propagation issues within urban
environments can be addressed with the addition of extra
network infrastructure, such as the installation of taller masts
on base stations, and/or higher power output and higher gain
antennas. In an operational military environment, however,
this solution is typically infeasible, due to the likelihood of
fixed infrastructure being subjected to attack. Deployable
elevating or telescoping masts, often employed in military
search radar installations, typically present problems with
size and weight and thus do not present a good solution for
the general case.

This paper introduces an alternate strategy to address this
problem, utilising 'smart' ad hoc, or self forming and self
healing networks, which are capable of storing and exploiting
local propagation geometry information. When used in
conjunction with node movement tracking and prediction,
this information yields the ability to predict future states of
network connections. This in turn provides for a variety of
optimisations in network behaviour.

A GIS (Geographical Information System) database of the
local urban topography could be employed to produce local
propagation geometry information. However, such systems
typically do not address the problem of building structure
propagation losses. Consequently, the propagation loss
model produced from such a database could yield either
unreasonably optimistic or pessimistic results.

Our approach to this problem is much more empirical, and
entails exploitation of prior experience operating in the
region of interest, to construct over time a database of signal

loss measurements. This collection of recorded data is then
used to construct and subsequently update an empirical
model of the loss environment specific to the local urban
topography. The model can be distributed across all network
participants, or stored at one or more designated central
locations.

This paper explores the principles of RF Propagation
Environment Awareness (RPEA) and examine its utility in
urban environments.

The following section gives an overview of environmental
awareness with respect to ad hoc networking; The section
entitled ‘Learning about RF environments’ discusses possible
techniques to form an empirical model of local propagation
geometry; The ‘Utility’ section investigates factors related to
the effectiveness of environmental awareness, and
‘Conclusion” summarises and describes future research
opportunities.

ENVIRONMENTAL AWARENESS

Wireless ad hoc networks offer a decentralised, scalable and
often  relatively  inexpensive  connectivity  solution.
Participants co-operatively route traffic through the network,

» po

Figure 1. Urban canyon problem for satellite link

scenario.
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Figure 2. RF Propagation Environment Awareness
example.

removing the requirement for fixed infrastructure [1-3]. In a
civilian context, community networks allow local
connections to take place, without requiring a centralised
provider. In a military operations context, ad hoc networks
provide an inexpensive and rapidly deployable solution for
connectivity of manportable and vehicular network stations.

Mobile ad hoc networks (MANETS) introduce a new set of
challenges [4]. Network topologies that include mobile
nodes are highly dynamic: peer-to-peer wireless links are
formed and broken as nodes move around in the
environment.

Some optimisation can be obtained by using information
about the geographical properties of the network [5—7].
Location information can be provided a number of ways,
including infrared sensors and emitters for indoor networks
and radios using Time Difference Of Arrival (TDOA) or
Angle Of Arrival (AOA) techniques to calculate position [8],
[9]. Particularly popular mechanisms for providing location
information are Global Navigation Satellite Systems (GNSS),
such as the U.S. Global Positioning System (GPS) [10,11].

Use of location information in MANETS allows for various
enhancements, such as bounding the search area when
performing route discovery optimisations [5], and
simplifying routing functions by forming geography-based
hierarchies in the routing tree [7].

The success of location awareness in mobile ad hoc
networking reveals that awareness of environmental factors
that influence the network, in this case the physical geometry
of the network, permits optimization of network performance
and Quality of Service (QoS). However, in addition to the
geometry of the ad hoc network, the topology of the
environment in which a wireless network operates also exerts
great influence on network operation.

Dense objects, such as buildings or mountains, attenuate
wireless signals. This occurs as energy is absorbed or
reflected by objects. Thus, network nodes that would
otherwise obtain satisfactory signal levels from peers, may be
entirely isolated from the desired signal. Reflection and
scattering effects also have a significant effect on radio
propagation; constructive interference locally increases signal
level, whereas destructive interference impairs it. Signals
may comprise many delayed copies of the original signal; a
form of interference known as multipath, and manifested
most visibly as ghosting on an analogue TV set [12].

Given the impact of local radio propagation geometry, further
network optimisation is possible with the aid of additional
information about the surrounding environment, as opposed
to the use of location alone.

In a MANET, where nodes move around frequently, radio
propagation impairments severely impact network reliability,
particularly when certain QoS is desired. If network
participants are able to predict future signal behaviour,
decisions about route acquisition and maintenance can be
optimised. Giving mobile nodes warning about impending
signal problems would allow the network to take action pre-
emptively, to avoid service interruption or severe QoS
degradation.

When performing a route selection to form a new end-to-end
link, this information can be used to optimise link lifetime.
Routes containing nodes that are expected to imminently
leave wireless range or move into an area with dense objects
lying in the signal's path can be avoided, in favour of routes
with more stable intermediate links.

Figure 2 depicts one example given local geometry and
current node kinematic behaviours. In Figure 2(a), a network
node A is currently communicating with network node D,
through an intermediate node B. The dashed circle represents
A's radio range. Node B is moving towards the right, a state
which can be predicted from prior movement. Without RF
Propagation Environment Awareness, nodes A and B are
unaware of the building about to block their communications
channel (Figure 2(b)). The connection will be severed, and a
costly delay introduced while node A finds an alternate route
to D.

With RF Propagation Environment Awareness, nodes A and
B can pre-empt the disconnection, finding an alternate route
such that A uses node C as an alternate intermediate node.

Thus, having some knowledge about the propagation
environment yields the ability to make better decisions about
network operation.

One possible technique involves keeping an RF propagation
environment map, where each point on the map represents
the instantaneous attenuation at a location in the environment.
This map can be built and maintained over time, by
incorporating  ongoing  observations from  network
participants (refer ‘Learning about RF environments’). The
map can then be used with motion prediction to estimate
when shadowing will cause a link to fail, given current node
kinematic behaviour.

Note that this does not take into effect any other radio
propagation effects such as reflection, scattering, diffraction
or interference, and thus will not yield perfect accuracy. A
possible avenue for future research involves finding the
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Figure 3. Imaging by projections.
degree to which disregarding these effects impacts the
accuracy of such modelling techniques.

LEARNING ABOUT RF ENVIRONMENTS

A Smart Mobile Ad-hoc Network with RF Propagation
Environment Awareness (RPEA) uses location information
and feedback from the physical communication layer to
gather information about the local radio propagation
environment: by monitoring past behaviour, the network
management logic can infer future behaviour.  This
information, which can be distributed through the network,
can be used with movement prediction to predict signal
impairment. This provides the ability to pre-emptively form
an alternate route for traffic, establish an optimal route, and
estimate future path parameters, such as throughput, jitter and
lifetime, for QoS functions.

Techniques by which a subject is imaged from many
observations of the effect on transmitted energy are widely
termed tomography. Traditional tomography, mostly
employed in medicine, involves forming an image of a
subject, such as a patient's head, from projections taken of the
subject [13]-[15].

Modern technology, such as Computed Tomography (CT),
involves taking many single-dimensional projections of the
subject, at regular angles (Figure 3), and reconstructing an
image from these projections. In CT, emitters transmit X-
rays into the subject in a regular geometry, such as parallel
lines, or a fan shape. Sensors on the opposite side of the
subject record the received energy. Thus, for a single
projection, the attenuation is known for each ray. The entire
assembly is then rotated, and the process is repeated again,
for each projection.

An image of the structure of the subject is then formed using
a reconstruction algorithm. A particularly popular algorithm,
used in most modern tomographic technology, is known as
Filtered Back Projection.  This involves taking each
projection, filtering it to enhance sharpness, and ‘smearing’ it
across the image. That is, the single-dimensional projection
is stretched across the image at an angle that corresponds to
the angle of projection, making the projection two-
dimensional, and combining it with previously processed
projections. The result approximates the subject's structure.

-\

(a) Traditional
geometry

(a) RPEA geometry

Figure 4. Traditional tomography geometry vs. RPEA

geometry.

Other forms of tomography, such as reflection seismology
and ultrasound transmission tomography measure the
structure of the subject by observing energy reflected off
internal boundaries with differing material densities within
the imaged object or volume [16].

In an RPEA context, the detection equipment consists of
communicating pairs of network nodes. Given information
about received signal power, link distance and
receiver/transmitter antenna gain/power/sensitivity,
participants can estimate the attenuation effect upon received
signals, with some level of accuracy, depending on the
hardware, and other factors such as location error, or the
magnitude of radio propagation effects other than attenuation.
Additionally, network nodes are equipped with a system to
provide an estimate of the location of the node, such as a GPS
receiver. One technique to make use of this information can
be considered a form of tomography. There exist several
significant differences between this context and that of
traditional tomography. Firstly, the geometry differs greatly
(Figure 4). In traditional tomography (Fig. 4(a)), the subject
is surrounded by detector/emitter equipment. In an RPEA
context (Fig 4(b)), the subject — the entire environment in
which the network operates — cannot be surrounded by
imaging equipment. Instead, network nodes move around
and through the environment, making measurements.
Additionally, whereas traditional tomography technologies
require very regular detector/emitter geometries, we cannot
assume that network nodes in an RPEA context are always
arranged in regular geometries Finally, in an RPEA context,
often significant error is involved in both the measurement of
signal attenuation, and in detector/emitter location’.

In traditional tomography, an image is formed from a very
large number of projections over a very short period. An
RPEA wireless network, however, does not possess the
apparatus to measure the entire surrounding environment at
once. Instead, measurements are taken throughout normal
network operation, and the model is formed slowly, over
time. As more signal attenuation measurements are taken by
communicating network participants, the database of
measurements becomes more detailed, allowing a more
accurate picture of the environment to be formed. The model
is continually revised as new information is gathered. Thus,
an established model can be kept current, as the environment
changes over time.

Various technologies exist to minimise the error in Global
Navigation Satellite System position estimates [17,18].
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With low network node densities, this refinement process can
conceivably take a very long time. Thus, the model that may
be formed may be of poor fidelity. The following section
discusses the effect of fidelity in the image.

UTILITY OF RF PROPAGATION ENVIRONMENT
AWARENESS

At the core of Radio Propagation Environment Awareness is
a mechanism to obtain predicted signal strength or a signal
feasibility indication given the predicted future location of
communicating network nodes. To achieve this, a model of
the radio propagation geometry of the surrounding
environment is developed and maintained. This model is
subsequently used to calculate an estimation of the signal
attenuation due to objects in the environment located between
two points representing the predicted locations of
communicating nodes.

We contend that this mechanism provides significantly higher
accuracy than conventional parametric models, thus yielding
greater utility for the purposes of making optimal network
management decisions. We demonstrate this using a series of
simulations. In these simulations, a baseline model
representing a real world environment is used for
comparisons between conventional and RPEA models.

The simulation emulated a simple radio propagation
environment, and for pairs of nodes located at random
positions, compared the estimated attenuation from
conventional model, and the estimated attenuation from the
RPEA model, to the baseline model.

For the baseline model, we produced a representative finely
grained spatial attenuation map for an urban propagation
environment, with the resolution to capture the effect of
attenuation through the walls of structures such as buildings,
and largely lossless propagation between structures and
through cavities in structures, such as rooms. The relative
sizes of cardinal features in this model were chosen to reflect
real world urban structures.

This attenuation map was used to represent the physical
world, and propagation losses then modeled for a series of
rays passing between points located randomly within the
geometrical extent of the map. For simplicity, the attenuation
map was constrained to two dimensions. It was thus assumed
that all communications take place at ground level, and do
not include a height component. Additionally, only
shadowing losses were considered; the effect of other sources
of loss such as scattering and diffraction represents an avenue
for future research, as does extension to a three-dimensional
simulation.

For the simulation, random points (X, Y1) and (X, ¥,) for two
nodes A and B respectively are chosen for two
communicating peers, and a baseline attenuation loss Lag is
measured using the attenuation map (see Figure 5):
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where f(X,y) represents the attenuation map, N represents the
number of samples to take between the two points, ideally a
large number, S represents a sample number between 0 and N,

Figure 5.

Simulation example: Numbers depict the two
Booleans true signal presence/estimated signal

presence.  Dissimilar values represent an
incorrect estimation. Background represents
simulated attenuation values; darker shade is
high attenuation e.g. concrete walls, lighter
shade is open space. Distance between peers
ranges from 50-150 units.

d is the distance between the two peers, and where Lgpace 1S
Friis' equation for free space path loss [12] in decibel form,
assuming gains of 1 for both transmitter and receiver for
simplicity:

Lipace = 32.44 + 20logf + 20iogd

f represents the frequency of the signal, assumed to be 2.4
GHz.

The baseline model uses a Boolean value for whether enough
signal power is present to form a connection. If:

Pz —Lap > 8

where Py is the transmission power, and Sy, is the receiver
sensitivity, then a connection is feasible.

We compared this baseline value against estimations made by
both a conventional model, and the RPEA model. The
accuracy of a model refers to the proportion of results from
the model that match the baseline value. That is, the
proportion of times a model accurately predicts signal
feasibility.

The conventional model used is based on Friis’ free space
path loss model [12]. Given the distance between
communicating nodes, loss can be estimated as [19]:

Lap rs 32.44 + 20logf + 20logd + dLp0d00

where Lpg is the path loss between nodes A and B, f
represents the frequency of the signal, assumed to be 2.4
GHz, and d is the distance between the two peers. The
conventional model incorporates a lumped parameter, Lspagows
which represents the average loss due to shadowing by
objects in the environment. Lgnagow could be a lognormal
distribution, a common approximation of variation in loss
due to shadowing [19]. As many simulation runs were
performed, a single value equivalent to the mean of such a
lognormal distribution was employed.
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Unlike the conventional parametric model, the RPEA model
makes use of a database that represents the radio propagation
geometry of the surrounding environment. The fidelity of the
RPEA database refers to how closely it resembles the radio
propagation geometry of the environment. To profile the
accuracy of the RPEA model given database fidelity, several
pre-generated RPEA databases were used, with varying
levels of fidelity. RPEA databases are derived from the
baseline model’s attenuation map, and degraded fidelity is
represented by a Gaussian blur, which approximates the
effect of interpolation, present when little empirical
information has been obtained.

The results of simulation using the conventional model are
depicted in Figure 6. Shown is the average prediction
accuracy using the conventional model, for peers
communicating at a variety of ranges, i.e. distances between
peers. Four different values of the average loss parameter
Lshadow Were chosen for illustrative purposes.

It can be seen that for small distances, accuracy is relatively
high in all cases, as shadowing by dense objects has very
little effect over such short distances. Similarly, at the far
distance, the free space path loss dominates over shadowing
effects, and can be easily calculated when distance is known.
However, between these extremes accuracy drops off
dramatically for all four cases, as shadowing by objects in the
environment has a significant effect on received signal
power.

Consequently, at these distances that are of the scale of the
topographical features in the environment, no lumped
attenuation parameter based on an average can accurately
represent the attenuation upon a signal travelling through an
inhomogeneous environment.

Two mirrored curves are expressed in the results, which
correspond to the distribution of present connections, and the
distribution of absent connections. When we select an Lgpagow
value of 0, corresponding to an empty environment with zero
loss, the results conform to the curve representing the
distribution of present connections. The effectiveness of the
assumption of average loss represented by Lgpagow drops off
with range, becoming rapidly less accurate as communicating
pairs become more likely to be separated by attenuating
objects.

This effect is reversed once we select a non-zero Lgnhagow
value. Over larger distances, attenuation is more likely to
have occurred by objects in the environment, thereby
blocking the signal, in accordance with the estimate
represented by Lghagow. However, at shorter distances,
differences between the real world and the Lgyagon value
become more apparent, as it is more likely that a
communicating pair is separated by open space.

Further simulation revealed that an optimal selection of
Lshadow for the conventional model yielded no better than 50%
average accuracy.

This result reveals that when the RF propagation
environment details are not known, it is impossible to predict
signal behaviour for communication links that span distances
similar to the scale of the objects in the environment (See
Figure 5). Thus, using a conventional modelling process for
the environment, such as that described above, does not yield
accurate results for an inhomogeneous environment.
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Figure 7. RPEA model: Impact of fidelity on accuracy.

For comparison, Figure 7 depicts the worst-case estimation
accuracy of the RPEA model, given a knowledge map, and
fidelity represented by a Gaussian blur. A blur is applied, as
this is approximates how images formed by tomographic
techniques with incomplete information appear, due to
interpolation. Worst-case accuracy is determined by the
lowest accuracy given a number of simulation runs at various
ranges between communicating nodes.

It can be seen that the best-case accuracy, of the order of
50%, using the conventional modelling method is surpassed
by the RPEA model with a fidelity value less than 55,
approximately. This corresponding level of detail is very low,
with no details apparent.

The RPEA result is demonstrably superior, despite
impairments introduced by limiting the fidelity of the model
database. The superiority of the RPEA model over the
conventional model is highly insensitive to uniform
degradation of the RPEA model database, as represented by
a Gaussian blur.

Thus, we have shown that the RPEA model achieves better
propagation loss prediction accuracy than a conventional
parametric propagation loss model. In fact, the RPEA model
performs better than a conventional model even with very
low database fidelity, which suggests that even when little
information about the local radio propagation geometry has
been obtained, the RPEA model may still be superior to the
conventional model.

© MilCIS2008



CONCLUSION

Movement of nodes within an ad hoc network causes the
network topology and parameters to be highly dynamic.
Large objects in the environment exert a significant influence
on RF signals, attenuating, diffracting, scattering and
refracting signals to limit received power levels, and cause
constructive and destructive interference. This impairs the
network's connectivity and decreases link quality. By
learning about the RF propagation environment, knowledge
of the radio propagation geometry of the environment can be
utilised in optimising network operation.

We showed through simulation that the model offered by RF
Propagation Environment Awareness yields significantly
more accurate estimation of signal behaviour than
conventional methods, using parametric propagation models
that do not incorporate local topographic features. We have
also shown that high fidelity in the RPEA propagation model
is not required to yield improvement over conventional
methods, making feasible the presented approach.

Future work involves further developing appropriate learning
algorithms and profiling their performance, given various
effects such as location error, signal level measurement
errors, multipath, and the modelling of reflection, diffraction
and refraction effects.

Additional avenues for future research involve development
of network management algorithms to exploit RPEA,
including smart antenna control and route establishment and
management, movement prediction algorithms to accurately
predict future positions given past movement history, and
database distribution to facilitate sharing of RPEA model
information. Future research could also focus on the time-
dependent nature of RF propagation, including RF
interference from other equipment during different times of
day, and weather effects.
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